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Abstract

A network router that marks packets to signal congestion should do so
fairly. We propose a definition of fairness, using ideas from effective band-
width theory and economics. Our definition measures both the level of
congestion at a router and the contribution of each flow to that congestion,
taking into account the flow’s burstiness. We then use large deviations
to analyse marking algorithms such as RED, point out how they can be
unfair, and suggest how they can be made fairer.

1 Introduction

This paper attempts to bring together three strands of research: engineering
mechanisms for end-to-end congestion control in the Internet, economic study
of pricing structures for networks, and the mathematical theory of queueing and
effective bandwidth.

1.1 Engineering mechanisms. Most traffic in the Internet today is con-
trolled by the TCP algorithm. It controls the rate at which packets are sent,
as follows: when there is congestion and packets are dropped, the rate is re-
duced; when no packets are dropped, suggesting that the sending rate is lower
than necessary, it is cautiously increased. The algorithm was designed in 1988
by Jacobson [10] in response to congestion collapse in the Internet, caused by
end-systems which did not back off enough. It has been extremely successful,
and has lasted over a decade with only minor modifications. But a decade is
many generations in Internet time, and TCP is beginning to show its age in two
ways.

TCP was designed to work well when nothing is known about the network
beyond the trivial fact that it drops packets when overloaded. Dropping packets
in this way is a very blunt sort of signal: it tends to give the wrong amount of
feedback to the wrong end-users; and anyway, it would be better if congestion
could be signalled before it became a problem. The technical groundwork for
fixing these problems has been laid by the Internet engineering community with
an RFC [21] which proposes a scheme called Explicit Congestion Notification
(ECN). In this scheme routers can mark packets instead of dropping them, and
end-systems are expected to respond to marks as they would to drops. The
proposal leaves open the problem of what marking algorithm a router should
use. One such algorithm which has achieved much attention (and even been
implemented in commercial routers [4]) is the RED algorithm by Floyd and
Jacobson [8].



TCP is becoming dated in another way. It is a one-size-fits-all algorithm: the
rate-adaptation algorithm leads to one particular allocation of network capacity.
Applications which need more bandwidth have no way of indicating this (though
by disabling the rate-reducing part of TCP or by using multiple simultaneous
connections one can unscrupulously get a larger share). And applications for
which TCP is not appropriate, like streaming multimedia, may use an entirely
different, sort of rate-adaptation algorithm—or none at all—and can compete
unfairly with TCP. Any new marking scheme must therefore cope with a wide
range of types of traffic.

1.2 Economic study. Marks can be thought of as a technological solution
to the problem of congestion, but they can also be thought of economically as
a pricing mechanism. Prices in a market economy have a similar role to marks
in the Internet: to convey information and to direct consumption. So economic
theory plays a significant part in the study of marking algorithms. Even if
the Internet is not yet ready for full-blown congestion-based pricing, economic
theory can still help us understand what the cost of congestion is to users of the
network, and how users’ demands for more bandwidth can be reconciled with
the network’s limited capacity.

Economists have paid a good deal of attention to the problem of how limited
network resources should be divided between competing users with differing
requirements. An influential early paper by MacKie-Mason and Varian [18]
proposes a market-based model in which each user attaches prices to individual
packets and routers hold auctions to decide which packets get served. Since
this there have been many more proposals, all aiming to turn the technological
problem of congestion into an economic one of prices for users.

Typically it is assumed that each user sends work at some rate which he can
change in response to charges. For example, in the model of Low and Lapsley
[17], each user chooses a rate according to his preferences, and is charged, and
the charges are chosen so that social welfare is maximized subject to capacity
constraints. Chen and Park [3] let each user allocate his total rate among a class
of services and seek to maximize social welfare, measured in terms of constraints
on a fixed class of quality of service indicators such as average delay or loss.

These approaches assume that traffic is parameterized solely by its mean
rate. By contrast, Courcoubetis et al. [5] explicitly take random traffic flows
into account by using effective bandwidth as a basis for charging. Their model
of user behaviour is well-suited to telephony-like networks with a fixed range
of services, but not so well-suited to networks like the Internet, in which users
have complete freedom to send their traffic however they like.

An elegant approach to the problems of marking and pricing has been pro-
posed by Gibbens and Kelly [9]. This paper follows on from their work, which
we describe in more detail in the following sections.

1.3 Queueing theory. It is clear that before we can understand how to
charge for congestion, we must understand the nature of congestion. It is natural
to measure the level of congestion by the frequency of dropped packets, but it
is much harder to measure traffic levels and to relate them to congestion. The
problem is that it is bursts of traffic that fill up buffers and give rise to drops—
and there is no generally accepted way to measure burstiness.

One could measure the mean rate of a traffic flow and simply assume this



is proportional to burstiness; one could assume that traffic of a certain type,
say video traffic, has a typical burstiness that can be measured by simulation;
or one could allow the bursts in a traffic flow to have an arbitrary distribution.
We study these notions of burstiness, and the charging schemes they lead to, in
Sections 3-5.

Such different ideas about how to quantify traffic inevitably lead to different
ideas about how queues build up, and hence to different ideas about how to
charge for congestion. In Section 6 we consider these marking schemes from the
perspective of fairness. Perhaps surprisingly, we are led to conclude that there
is a single charging scheme which is the most appropriate to take as a model for
marking algorithms in routers.

Having explained what a marking algorithm ought to achieve, we go on
in Section 7 to analyse the RED algorithm designed by Floyd and Jacobson
[8], using the mathematical theory of large deviations to calculate its typical
behaviour. It turns out that a few simple changes to RED can make it much
fairer, and we summarize them in a new algorithm called ROSE.

2 The goals of marking

Most of this paper is given to trying to define fairness in marking algorithms.
The ideas of fairness and justice in allocating resources and setting prices have
occupied thinkers since the beginning of civilisation; more recent thinkers range
from Sen [22] to John Paul II [11]. Fairness has been taken to mean very different
things even in the limited arena of bandwidth allocation—and the very need for
fairness is not always recognised. We must therefore explain carefully what we
hope to achieve. We want marking algorithms to allocate marks according to
the amount of capacity that each flow consumes. This brief statement needs
considerable elaboration.

2.1 Why mark fairly? The first concern of engineers who design conges-
tion control mechanisms is whether they are efficient: that is, whether better
use could be made of the available resources. Efficiency too is the first thing that
a modern microeconomist looks for: the standard textbook on microeconomics
by Varian [26] has much to say about efficiency and nothing at all about fairness
(though Varian himself has made many contributions to the no-envy theory of
fairness [25]).

And yet nearly every paper proposing a new marking algorithm or a mod-
ification to TCP asks whether it is fair (though often with a simplistic idea of
what fairness means). In economics too, regulators and the public are often at
least as interested in fairness as in efficiency. The authors of two main economic
books on fairness, Baumol [1] and Zajac [29], were both involved in US govern-
ment investigations of AT&T’s pricing policy. So at the very least we want to
know what it means to mark fairly.

Zajac describes very many cases in which fairness and efficiency are opposed.
Happily, in the problem of bandwidth allocation they are mostly aligned, and
this paper is as much a study of efficiency as of fairness. In fact, the reason we
focus on fairness is because it turns out to be easier to define than efficiency. We
will give three different definitions of what a marking algorithm should achieve,
based on three different notions of burstiness. From these three definitions we



will distill a single notion of fairness, but it does not seem possible to do the
same for efficiency.

2.2 What fairness should not involve. Congestion control is performed
in two places: at the periphery of a network (the end users and their access
points) and in its core; and it is crucially important to properly divide respon-
sibility between them.

In TCP all the responsibility rested with end-users, because the core was
assumed not to be intelligent enough to do anything more than drop packets.
Floyd and Jacobson in the design of RED sought a better division of respon-
sibility. They had the goal that their algorithm should mark flows fairly, and
expected that well-behaved flows at least should react accordingly. Lin and
Morris [16] go further in their design of the FRED algorithm. Their explicit goal
is to mark in such a way as to give a fair allocation of bandwidth, taking into
account that some flows respond less quickly than others.

The problem with this last approach is that routers are badly placed to decide
what users value and how they will react: only users know that. What routers
are well-placed for is measuring utilization and congestion—so the focus of this
paper is on routers, and how they can respond to congestion by marking packets.
We do not assume that users should be given an equal share of bandwidth: we
merely mark in proportion to the amount they have taken, as we believe that
trying to make routers do anything more would result in an inflexible network
with a limited range of services.

Of course, users ought to respond in some way to marks. We will not go as
far as the ECN proposal [21] in dictating the form of this response. For example,
if marks form the basis of a usage-sensitive pricing scheme, users may be safely
left to respond as they see fit.

2.3 What fairness should involve. Floyd and Jacobson set the goal that
RED should mark flows fairly. They note that fairness is not well-defined, and
design the algorithm to mark roughly in proportion to a flow’s average band-
width. Lin and Morris with FRED are less circumspect, and explicitly seek an
equal allocation of average bandwidth. While it is certainly true that if the
average bandwidth coming into a router is higher than the service rate there
will be congestion, the problem of congestion is largely attributable to bursts in
the traffic. We therefore seek to mark each flow in proportion to how much of
the resource it uses, taking account of its burstiness.

Another aspect of marking which has received only a little attention [12] is
its impact on routing. Ideally, a router should generate marks in proportion to
its congestion, so that users have a way to measure and an incentive to choose
the route with the least impact on the network. In other words, it is only fair
that a user using an uncongested resource should be marked less than a similar
user on a congested resource.

The marks given by a router to a flow should reflect
e how much of the capacity it uses, and
e the congestion at the router.

As we have noted, the hard part is finding the right measure of how much
capacity a flow uses.



2.4 Dropping, marking, and charging. Before we continue, a note on
marking and charging. We will mainly refer to charging rather than marking,
so it is worth making explicity the relationship between the two ideas.

Perhaps the most apparent costs in the Internet are infrastructure costs.
It is easy to put a price on a new fibre-optic cable or a new router. We are
not concerned here with this sort of cost: we are interested instead in costs
associated with congestion. Even when all the infrastructure has been paid for,
congestion can still be a problem. The standard economic way of coping with
congestion is to levy extra charges on people who use congested resources.

Marking in the Internet is intended to achieve exactly the same things as
congestion-pricing in economics, which is why we will use the term charging
rather than marking. However, while people will naturally respond to monetary
charges, it is less clear what incentives there might be for responding to marks.
If users were charged say a thousandth of a penny for each mark, the incentives
would be obvious. But even if the Internet is not yet ready for full-blown
congestion-based pricing, economic theory can still help us understand what
the cost of congestion is to users of the network, and how users’ demands for
more bandwidth can be reconciled with the network’s capacity constraints. We
will postpone further discussion of how to encourage and enforce good behaviour
until Section 8.

A user’s response to marks will be governed by what the marks signify. The
ECN proposal [21] specifies that users must respond to marks in essentially the
same way as they respond to dropped packets. The reasons for this are largely
historical; and while our discussion of marking refers the ECN mechanism, it is
based on very different premises. Nonetheless, we too will treat marks as akin
to drops. We will take the frequency with which a user’s packets are dropped
to be the primary measure of his dissatisfaction, and so it will be natural to
measure his charge in the same units.

In most of this paper, we will discuss pricing structures rather than marking
algorithms. In translating from charges into marks, it should be borne in mind
that a user ‘feels the cost’ of both marks and drops. For example, a user who
should incur charge P, of whose packets L are dropped, need only have P — L
of his remaining packets marked.

3 Effective bandwidths and marking

What Baumol describes as the ‘crudest but most direct approach ... to deter-
mine the fair set of prices’ is called full allocation of costs. To determine fair
prices, the total cost to a company is entirely divided between the products it
makes, and the fair price for a product is its allocated cost. He calls it crude
because the allocation of costs to products is generally arbitrary, and because
no account is taken of consumer preferences.

In this section we will give a definition of fairness and efficiency in marking
based on effective bandwidth theory. Our definition, which we will call EB, is a
way of fully allocating the costs of congestion to users. In the limited domain
of bandwidth allocation there are sound reasons for doing this, for example as
in the model of Courcoubetis et al. [5]. First we will recall the theory, which is
described more fully by Kelly [13] and Wischik [28]. For the purposes of fairness
and efficiency, what matters is the following summary.



3.1 Effective bandwidth theory. Informally, the effective bandwidth of
a random traffic flow is a measure of the bandwidth it consumes, somewhere
between the mean and peak rates, encoding all important information about the
burstiness. The neat feature is that the loss probability at a queue is governed
by the sum of the effective bandwidths of the input flows. This means that if
two flows have the same effective bandwidth they have the same impact on loss
probability, which suggests that they should be marked equally.

To make this more precise, and to describe the analytical tools which will
be used extensively in Section 7, we must give a more precise explanation of the
theory.

Let X be the space of real-valued processes indexed by the positive integers.
Let X be a stationary random process in X', X = (X3, Xo---), where X is the
amount of work generated by a source at time i. Write X (0, ¢] for X; +-- -+ X;.
Define the effective bandwidth of X to be

1

aX(O,t) = o1

logEexp (0X(0,¢])
fort € Nand 6 € R, .

It is shown in Wischik [28] that the probability of overflow in a queue with
service rate C' and buffer size B, fed by traffic low X, is given by!

log P(overflow) = —1I
where the rate function I is given by

I = inf sup 0(B + Ct) — Otax (0,1t).

teN OcR

The optimizing t* and #* are called the operating point of the queue.

We do not need the next result immediately, but it will be important in
analysing marking algorithms. It says that conditional on overflow, the amount
of work produced by X in the busy period leading up to overflow is

. 0
z(0,t*] = w&*t*a(ﬁ*,t*). (1)
Suppose that the queue has many inputs with total effective bandwidth «
and we replace a small proportion § of them by flows which produce work at
constant rate a (these have effective bandwidth a). The rate function is now

I(0) = infsup (B + Ct) — 0t((1 — §)«(0,t) + da). (2)
tog

If the optimizing parameters for I are 6* and t*, and under appropriate differ-
entiability conditions, the value of a that makes I'(0) = 0 is a = «(0*,t*). In
other words, an input flow has the same effect on the system as would a constant
flow of rate «(6*,¢*). This is why « is called the effective bandwidth function.

IThis can be made precise using large deviations theory. The precise statement is a limit
theorem concerning a queue with service rate LC and buffer size LB, fed by the aggregate of
L copies of X: for such a system, under reasonable conditions on X,

1
T log P(overflow) — —1I.



If the switch has multiple input flows of different types, then the effective
bandwidth function measures the tradeoff between different flows. For example,
suppose that a router has inputs of types A and B and at the operating point
(0*,t*) of the queue, aa(0*,t*) = 2ap(0*,t*). Then replacing one flow of type
A by two flows of type B will not affect the loss probability.

3.2 Fairness. Effective bandwidth measures the impact of a flow at a re-
source, so the first point of our goals of fairness in Section 2 would suggest
marking in proportion to effective bandwidth—or, equivalently, in proportion
to t*ax (6*,t*)—and we shall say that such a marking scheme satisfies the EB
definition of fairness. If one user of type A can be replaced by two users of type
B without affecting loss probability, it is fair that a user of type A be charged
twice as much as a user of type B. (We shall revisit this definition in Section
6.)

We can also address the second point. The ECN proposal [21] requires that
one mark be equivalent to one dropped packet. We might loosen this a little,
and say that one dropped packet should be worth a fixed number of marks.
In either case, the large deviations interpretation is that the rate function for
overflow should be equal to the rate function for marking. To see this, let Ip,
be the rate function for marking and Ip the rate function for overflow. This
means that when the system is scaled up to have L users and the service rate
and buffer size are scaled up by L, the probability of marking is roughly e %™
while that of overflow is e 70, If the rate functions are not equal, then as the
system scales up the number of marks per dropped packet tends to either zero
or infinity.

It is shown by Wischik [27] that the effective bandwidth of a flow is preserved
as it travels through a network, at least as long as routing is diverse. This makes
it easy to see that marking according to effective bandwidth is reasonable in
networks, not just in isolated routers, and we do not need to worry about flows
being made smoother or more bursty as they progress through the network.

3.3 Efficiency. Courcoubetis et al. [5] describe an economic model of user
behaviour, under which a social optimum is attained by charging in proportion
to effective bandwidth. We will not repeat their model here, as we look at
social optima in much more detail in the next section. We will simply note
for the moment that social optima are always economically efficient, so that in
this model fairness and efficiency are both served by charging in proportion to
effective bandwidth.

3.4 Summary of effective bandwidth: EB. Large deviations and ef-
fective bandwidth theory suggest a full allocation of costs, in which flows are
marked according to their effective bandwidths.

Large deviations can give us a great deal of information. With it, for ex-
ample, we can model nearly any sort of random traffic (including long-range
dependent sources like fractional Brownian motion); we can calculate quantities
such as the loss rate and the most likely path to overflow; and we can analyse
the behaviour of traffic in a network.

This comes at the price of loosing some details. For example, it does not
distinguish precisely how many marks correspond to a dropped packet. To give
a different perspective, we now take the economic view. This gives more precise



answers, but cannot answer as many questions.

4 FEconomics and efficiency

This and the following section describe an economic approach to marking.
Economists have developed ways to model the problem of individuals competing
for limited resources—which is exactly our problem of congestion control. They
treat prices as a mechanism for directing consumption—we will treat marks in
just the same way. The difference with standard economic theory is that the
technological infrastructure of the Internet may, according to MacKie-Mason
and Varian [18], allow ‘breakthroughs ... in the area of in-line distributed ac-
counting.” The breakthrough that we are looking for is the ability to charge
users in a way which precisely reflects their actions, using only the very simple
mechanism of marking packets.

In this section we will look at the problem of efficiency. An allocation of
goods and prices is said to be efficient if there is no change that would si-
multaneously benefit someone and harm no-one, as measured by their utility
functions. In fact, we will concentrate on one particular sort of efficient alloca-
tion: a social welfare optimum, in which the sum of everyone’s utility functions
is maximised.

This is a very simplistic approach to efficiency, and modern economists try to
steer clear of interpersonal comparisons of utility. Yet, as Baumol [1] and others
note, some sort of interpersonal comparison is inherent in defining fairness. And
in this paper we are at least as interested in fairness as we are in efficiency.

4.1 How to efficiently mark fluid flows. Consider a network with a set R
of resources and a set U of users. Identify a user v € U with the set of resources
u C R he wants to use. Suppose he sends work at constant deterministic rate z,,
and has utility Uy, (z,) in doing so. We will take one dropped packet to be our
unit of utility. We also need a utility term to indicate the cost of congestion:
let C,.(z) be the average loss at resource r experienced by user u when the
total load in that resource is z. (The idea of average loss is left intentionally
ambiguous for now. It will be made clear when we go on to consider random
flows.) Write x for the vector (z,)yers. Then each user will seek to

max Uy (2,,) — ZCm(yr) where 1y, = Z Tu-
T reu wreu
Let us consider a simple social welfare problem: to maximise the net utility.
In other words,
max Z Uy(z4) — Z Cr(yr) suchthat z, >0V ueld (3)
* uel reER
where
Yr = Z z, and C,(yr) = Z Cru(yr)-
u:reu wu:reu

This can be solved with normal Lagrangian techniques. Define £ by

=St - )+ S (- X o) @)

ueld rer rerR wreu



and solve dL/0y, = 0 and 9L/0x, = 0 (or z,, = 0 and IL/Jz, < 0). This
gives

Ar = ﬁ and
dyr %)
au, .
. :Z)‘T if 2, > 0.
reu

This solution can be written in an intuitively appealing way. Suppose that
each user can adjust his rate x,,, and for sending z,, receives P, (x) marks. Then,
if he ignores the other users, he would act to maximise U, (z,,) — Py, (x). Let us
choose the shadow price

Pu(x) = 2y Z Ar. (6)

reu

Then the solution to the system of equations (5) coincides with the solution to
the welfare problem (3).

The pricing structure (6) leads to a decentralised solution, in the following
sense. Each resource computes its own price per unit flow dC,(y,)/dy,, and
that price is communicated to everyone using that resource. Each user observes
the total price he is charged, and adjusts his bandwidth accordingly. By this
choice of prices, the interests of users are harnessed to achieve a social optimum.

4.2 How to mark fluid-random flows. These results for fluid flows apply
also to random flows parameterized by a scalar quantity. One example, first
described by Gibbens and Kelly [9], is especially worth noting, as it leads to a
very simple marking algorithm.

As usual, assume a slotted time traffic model. Also assume for simplicity
that all packets are the same size. Consider a bufferless resource which can
serve C' packets in every timeslot, fed by Poisson flows of packets. Specifically,
suppose that each user u sends a Poisson flow of packets of rate z,, and that
C,(yr) is the expected number of dropped packets when the aggregate input is
a Poisson flow of rate y,. That is,

Cryr) = E(Y, — O)F

where Y, is Poisson with parameter #,.. Then it can be shown that the correct
expected charge given in (6) is achieved by the following marking algorithm:
in a timeslot in which overflow occurs, mark every packet that arrived in that
timeslot (except for dropped packets, which do not need to be marked).

4.3 How to efficiently mark bursty flows. So far we have assumed fluid
traffic flows, or at least traffic flows parameterized by a scalar rate. But the
optimization (3) can be interpreted another way, to say how general random
traffic flows should be marked. This will enable us to draw links with effective
bandwidth theory.

Consider a network of bufferless resources, operating as before in slotted
time, and assume that all packets are the same size. Suppose that each user
u transmits a random amount of work at each timestep. Suppose that each
user can choose a probability distribution controlling how much work is sent;



it is over these distributions that we wish to optimise. So let x, in (3) be a
distribution over the nonnegative integers, rather than a scalar as in the last
two sections. This means that ¥, is also a distribution, the distribution of the
total amount of work arriving at resource r in a single timestep. (To avoid
problems with what happens upstream, we could restrict attention to a single
resource. It is easiest to deal what happens upstream using effective bandwidths
and the results of Wischik [27].) We can now be clear about how we measure
the cost of congestion: let Cy.,(x) be the expected number of packets belonging
to user u which are dropped at resource r when the total load is .

The notation becomes a little more complicated here, but the argument is
just the same as in the last section. Let us write Z for the random variable
with distribution z, and z(n) for P(Z = n). Let L,(Y) be the number of
packets dropped at resource r when fed with Y. Then C,(y.) = EL,.(Y,),
which expands to ), L,(n)y,(n). Now the multipliers A, are measures on the
nonnegative integers, and the Lagrangian (4) becomes

,czzu:Uu(xu Z]EL +ZZ)\ ( n)qp(z Xu_n)).

Solving OL/dy,(n) = 0 gives

and solving 9L/dz,(n) = 0 gives

Z )\ Zv:rev XU = m)

8Iu Oxy(n)
Z)\ P(Y X, =m|X, =n)
reu,m CHASH
= Z]E Y:)| Xy = n).
rEuw

Really, we should include constraints that 0 < z,(n) < 1 and ) z,(n) = 1.
But by parameterizing the distribution of X, differently, it can be shown that
these constraints do not affect the solution.

We can again construct the shadow prices which make the solutions to the
user problems coincide with the social optimum:

x)=> zu(n) Y A(m)P(Y, =m|X, =n)=> EL.(V,

reu,m reu

In fact, this is a little bit silly, because even when the user sends nothing (i.e.
P(X, = 0) = 1) he is still charged. This has happened because the space of
probability measures for X,, over which we are optimizing is affine, not linear.
So we might as well assert that when a user sends nothing he should be charged
nothing, which leads to the price

10



This pricing scheme is naturally attained by charging L,.(Y;.) — L (Y, — X) in
each instance. We will explain in the Section 5 why this can be considered to
be fair. We call it the AL pricing scheme, and say that any marking algorithm
which achieves it satisfies the AL definition of fairness.

It is true much more widely that this sort of pricing structure (total cost
with an individual minus total cost without that individual) will lead to a social
optimum. The only distinguishing feature of our probability model is that this
charge arises as a shadow price. Normally the shadow price comes out as a
derivative, as in (5) and (6).

So far we have assumed a bufferless model. The same argument works for
queues, though with a slight technical difficulty. The problem is that a queue
can overflow over any timescale, and so we would need to consider x,, to be a
distribution of a stationary process indexed by the positive integers. This has
more than countably many sample points, so a more intricate analysis would be
needed. To avoid these problems, we can note that real queues only overflow over
a finite timescale, and only consider marginal distributions over this timescale.
This means that EL,. (Y;.)—EL, (Y,.— X,,) is still the right charge to levy, where Y,
and X, are to be seen as entire processes. Henceforth we drop the r subscript
for simplicity and talk about single resources, remembering that marks from
different resources should be summed.

Recall that L(m) is the number of packets dropped at a queue when the
aggregate input is m. So AL says that the charge levied on a user should equal
the difference in the total number of packets dropped between the case where
the user is present and the case where he is not. Over a long enough time period,
this gives the right expected charge.

4.4 Problems with efficient marking. There are several concerns about
our efficient pricing scheme AL.

We have simplistically taken the social welfare function (3) to be the sum
of utilities of each of the users. This is an arbitrary way to balance the needs
of different users (though it is reasonable from the point of view of fairness).
A more general concept is the idea of Pareto efficiency: a Pareto efficient al-
location is one in which there is no change which harms no-one and strictly
benefits someone, as measured by their utilities. Gibbens and Kelly [9] give a
useful description Pareto optimality: if we treat the network as a player, the
Lagrangian (4) characterizes Pareto efficient allocations.

A more pressing concern is about strategic play. We have assumed that
each user will try to maximize his own utility, independent of other users. But
we would expect that a strategic user would anticipate the effect of his actions
on prices and adjust his behaviour, leading away from the social optimum.
The idea of a Nash equilibrium describes what would happen when users play
strategically; but to find these equilibria we have to make further assumptions
about the options open to each user. Gibbens and Kelly [9] give some examples
of what might happen. When there are many small users, this should not be
much of a problem.

There are also problems with defining what we mean by a user. The opti-
mization argument took a user to be an entity that values what it sends and can
shape its traffic in response to charges, and supposed that different users shape
their traffic independently. But what is a user? Is it an institution? a person
sitting at a computer? an application program? a flow of traffic from an applica-
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tion? an individual packet? Sometimes each of these levels should be considered
a user, and sometimes they act together. Some preliminary discussion about
how these levels interact is given by Key et al. [15].

4.5 Summary of economics and efficiency: AL. We have found a pric-
ing scheme, AL, which maximises social welfare (and is therefore efficient) as-
suming a particular model of user behaviour—mamely, that users have total
freedom in choosing the distribution of the traffic they send, and that their cost
is measured by their expected loss. The pricing scheme we found is that user u
should be charged the shadow price EL(Y) — EL(Y — X,,). This rule is sum-
marized by make each user feel any loss he causes as though it were his own.
A pricing scheme like this is called a Pigovian tax. It is the standard economic
prescription for achieving a socially desirable outcome in the presence of social
costs.

This has several problems. The most significant is the problem of whom to
take to be a user. In the next section we go on to consider economic views of
fairness, and indicate how the problem may be remedied.

5 Economics and fairness

In Section 4 we found that the pricing scheme AL leads to an efficient allocation
of bandwidth (at least under the model of user behaviour given in that section).
It has the further virtue that it is fair by definition, or at least by one of the
definitions of fairness that economists have proposed. In Section 3 we suggested
charging in proportion to effective bandwidth, which is fair according to another
definition. In this section we will review some of the different definitions of fair-
ness that economists have given; and we will introduce another pricing scheme,
called spsp. The principal references are Baumol [1] and Zajac [29].

5.1 No-envy fairness. Perhaps the most mathematically developed idea of
fairness is the theory of envy-free allocations. An individual A is said to envy
individual B if he would rather have B’s goods than his own. An allocation
is enwvy-free if no-one envies anyone else. Such allocations can be deemed to
be fair. We will call the resulting definition of fairness no-envy fairness. Some
authors use the term superfair to refer to allocations in which everyone strictly
prefers his own goods.

Unfortunately this theory is of no use in congestion pricing, and we only
mention no-envy fairness here to reject it. Any pricing scheme would lead to an
envy-free allocation, because if A envies B then A can just start sending traffic
with the same distribution as B. We however want the charge levied on a user
to reflect the amount of congestion he causes.

5.2 The burden test. The idea of a fair price arises in monopoly trials,
in which a company may face charges of cross-subsidising a product it sells in
a competitive market by increasing the cost of a different product in which it
has a monopoly. One way of testing if there is cross-subsidy is with the burden
test, which says that product P constitutes no burden on consumers of other
products supplied by the same company, if the total income from P exceeds
the extra cost incurred by producing P. (Actually, economists use two closely

12



related tests: the burden test and the incremental cost test. The distinction is
not important for our purposes).

Standard economic models of companies and products do not fit very well
with the problem of bandwidth allocation, because it is hard to decide what the
product is. The fit is, however, good enough to describe the AL pricing scheme
as fair according to the burden test: the extra cost of carrying a user’s traffic
is precisely what AL charges, so we can say that AL is fair. (But we shall revise
this conclusion in Section 6.)

5.3 Game theory and fairness. The standard way to apply game theory
to fairness is with the idea of a core. Suppose that a company supplies products
to several consumers. Let the stand-alone cost for a group of those consumers
be the cost of supplying only them. Then if any group is being charged more
than its stand-alone cost, it has an incentive to withdraw and take its custom
elsewhere. The core is the set of allocations and prices where there is no such
group, and it is reasonable to call the core fair. There are other closely related
definitions of fairness, such as the Shapley value.

These ideas are not appropriate for the problem of bandwidth allocation,
because there is no meaningful idea of stand-alone cost. But the inherent idea
of social equilibrium is useful. The core expresses the idea that a group of
individuals could form a coalition and act in their own interest as a group. In
the context of bandwidth allocation, a group of users could band together and
transmit their packets through a proxy to make it look as if they all came from
a single user. With the pricing scheme AL, a group of users who band together
(but do not otherwise alter their traffic characteristics) may lower but never
increase their net charge.

We would not want a pricing structure that encouraged users to band to-
gether and use proxies in this way, because that would lead to extra control
traffic and thus greater congestion. We therefore describe AL as socially un-
stable. Further, if many users banded together then they would constitute a
significant proportion of the traffic, and the problem of strategic play described
at the end of Section 4 would become serious.

These problems in reaching social equilibrium are well-known. In economic
systems with external diseconomies (such as congestion, which is a problem for
all users) Shapley and Shubik [23] have shown that the core may not coincide
with the set of socially desirable outcomes, and in some cases it may not even
exist.

5.4 Incremental fairness. The difficulties about users banding together,
and also the problem described in Section 4 of whom we should consider to be a
user, arise because AL is not incrementally fair, in the following sense: Suppose
that a user sends some packets in addition to what he sends normally. Then
the extra price charged is typically less than if a different user had sent those
additional packets. In other words, increments are not charged a fair price. In
this section we introduce another pricing scheme, spsp, which is incrementally
fair.

Incremental fairness is closely related to the economic idea of anonymous
equity, described by Baumol in the context of stand-alone prices (which are not
meaningful in the problem of bandwidth allocation). We can define it in another
way though, as a generalisation of the burden test. The burden test says that an
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individual is not benefiting from cross-subsidisation if the amount he is charged
is enough to cover the incremental cost he causes. We shall say that a pricing
scheme is incrementally fair, or anonymously equitable, if no individual or part
thereof benefits from cross-subsidisation. In other words, each increment should
be charged at least its fair price.

We can now introduce our final fair pricing scheme, called Sample Path
Shadow Pricing (or spsp), first described by Gibbens and Kelly [9]. It works
as follows: mark a packet if removing it would result in one less packet being
dropped. In other words, when there is an overflow, mark every packet that
arrived between the start of the current busy period and that overflow; and
when there is more than one overflow in a busy period, mark every packet
that arrived between the start of the busy period and the last overflow. It is
illustrated in Figure 1. Clearly sPsP satisfies the condition of anonymous equity,
since it charges each individual packet its incremental cost.

Dropped o 0
70 % 7

Queued A A AN

Served A A

Figure 1: Sample path shadow price marking. The squares represent
packets, and the grey diagonal lines indicate the progress of a packet
through the queue. Shaded packets are those that would be marked
by spsp. This rule marks each packet whose removal would result in
one less packet being dropped.

This is not a proposal for a marking algorithm: after all, a packet may have
left the queue before we know whether or not it should be marked. So we will
simply say that a marking algorithm satisfies the sPsP definition of fairness if
it marks the same number of packets from each flow as SPSP.

It is interesting to note that this is precisely the marking scheme described in
Section 4.2. There it arose as the efficient pricing scheme for Poisson flows using
a bufferless resource. So spsp can lead to an efficient allocation of bandwidth,
at least for certain models of user behaviour.

It is not surprising that incremental fairness (SPSP) and fairness (aL) dis-
agree. There is an example from no-envy theory theory, known as the Feldman-
Kirman consistency result, which stresses the difference: starting from an allo-
cation which is fair, a change which is incrementally fair and beneficial to all
parties may result in an allocation which is unfair to all parties.

5.5 Summary of economics and fairness: SPSP. The two most impor-
tant ideas in this section are fairness according to the burden test and incremen-
tal fairness. The burden test says that it is fair to charge a user the extra cost
of carrying his traffic, which is precisely what AL specifies. Incremental fairness
says that each individual packet should be charged its fair price (according to
the burden test), and this is what SPSP specifies. In addition to these two we
have the full allocation of costs definition of fairness, described in Section 3,
which suggests charging according to EB.
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In the next section we compare these three definitions and explain how they
relate.

6 Different definitions of fairness

So far we have seen three different definitions of fairness in marking: B, AL, and
spsp. Each can lead to an efficient allocation of bandwidth, with an appropriate
model for user behaviour. The situation is however not as confusing as it might
seem. In this section we will explain why the three definitions differ, and why
SPSP seems to be the most appropriate definition for marking algorithms for
routers.

Even if we decide to allow all three definitions of fairness, it is still possible
to point out what is unfair, since the three definitions agree for certain traffic
mixes. We call these traffic mixes anonymous scenarios, and we will describe
them in this section. Zajac suggests ten fairness maxims for aggrieved persons,
the first of which is ‘frame your initiative as a concrete unfairness issue’. We
will use anonymous scenarios in Section 7, in pointing out how various proposed
marking algorithms can be unfair.

6.1 The different definitions. Recall the three definitions of fairness: EB,
AL, and SPSP.

e EB says that flows should be marked in proportion to their effective
bandwidth fa(é,f). This is fair in that it achieves a full allocation of
costs, and efficient for the user model mentioned in Section 3.3.

e AL says that flows should be marked according to the number of extra
drops they cause, L(Y) — L(Y — X). This is fair according to the
burden test, and efficient for the user model of Section 4.3.

e SPSP says that a packet should be marked if removing it would lead to
one less drop. This is incrementally fair, and efficient for the user
model of Section 4.2.

These three definitions are different. First, EB is different to AL because
effective bandwidth is additive over independent flows, so EB would mark the
aggregate of two independent flows according to the sum of their individual
marks, while AL would typically give the aggregate fewer marks. Second, SPSP
marks every packet that arrives in the critical period before overflow, and expres-
sion (1) shows that this is related to the derivative of the effective bandwidth,
which is typically not in proportion to the effective bandwidth. Finally, AL gives
fewer marks than spsp, for example when a single packet is dropped and some
flow contributed two packets in the busy period leading up to the drop.

6.2 Anonymity. For a certain range of traffic mixes these three definitions
agree, giving a single clear-cut standard of fairness. While the range is very
limited, it is broad enough to show that certain algorithms like RED fail the
standard. We call these traffic mixes anonymous. We will first define anonymity
in terms of effective bandwidth, which is how we will use it in Section 7, then
give the more natural interpretation in terms of packets.

Anonymity is based on the requirement that at the critical point each flow X
looks as if it is made up of a number of independent copies of some base flow P.
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Specifically, call a traffic mix anonymous if for each flow X there is a multiple
kx such that the effective bandwidth satisfies ax (0*,t*) = kxap(0*,t*) and
the most likely paths to overflow satisty zj = kxp; for 0 < ¢ < t*, where
(0*,t*) is the critical point. One might think of P as a Poisson flow of very low
rate, representing an isolated packet. Since EB marks in proportion to effective
bandwidth, and spsp marks each copy of the p* sample path identically, these
two definitions of fairness agree.

Now let us interpret this definition in terms of packets. Think of P as
representing an isolated packet. At the critical point, i.e. in the busy period
leading up to overflow, each aggregate flow X looks as if it is made up of
independent copies of P, i.e. of independent packets belonging to different users.
This gives a more natural way of expressing the assumption of anonymity: that
all packets arriving in the critical interval leading up to overflow are independent.
This means that AL marks them all, and so agrees with spsp. No two packets
belong to the same user, so there is no point classifying them; which is why we
call this scenario anonymous.

Another way of understanding anonymity is through the formal principle of
distributive justice: that equal cases should be treated equally, and unequals
unequally, in proportion to relevant similarities and differences. This is very
vague. But in anonymous scenarios, when each user is indistinguishable from
an aggregate of independent copies of a base flow, it is clear what the equal
cases and the relevant differences are.

6.3 Why SPSP is best. Traffic mixes will rarely be anonymous, and the
three definitions of fairness will rarely agree. One way to cope with this would
be to recognise that it is technologically difficult to classify packets according
to which flow they belong to (at least in very high speed backbone routers),
decide that since we cannot classify packets we should just act as though the
traffic mix were anonymous, and be satisfied with any algorithm which is fair
in anonymous scenarios.

We propose instead a different way of looking at the results of Sections 3-5
which suggests that spPsP is the right thing to do even when the traffic mix is
not anonymous.

First an analogy. I am sharing a cake (which represents capacity-when-
there-is-congestion) with several people. The others insist on having a certain
size piece which leaves me with half, which is what I want, though I am very
prepared to take less if necessary. Now if someone else were to come along,
the others would insist on keeping their share, but I would give up some of
my share. Should I be charged for taking half? Or should I be given a small
discount, to reflect the fact that I will be more flexible than the others if the
situation changes?

The first approach is taken by spsp, and the second by EB and AL. Indeed,
Gibbens and Kelly [9] introduced spsP for the very reason that it is the most
straightforward measure of resource usage. Given a packet trace, we can easily
work out which packets used the resource when it was limited—they are exactly
the packets that spsp marks.

How EB differs from SPSP. Marking according to EB tries to achieve
something different. The whole idea of effective bandwidths is to capture what
happens when the system changes: we say that two flows have the same effective
bandwidth if replacing one by the other does not change the loss probability.

16



This is the right thing to study for the purposes of controlling admission to the
network, but it is not the same as measuring resource usage.

However, the effective bandwidth theory of Section 3.1 tells us about re-
source usage as well. It identifies the critical timescale t*, and hence the limited
capacity B + Ct* available over that timescale, such that the probability of
overflow is governed by the likelihood that the sources will consume that lim-
ited capacity. When overflow does occur, expression (1) gives us z*(0, t*], which
is the amount of limited capacity consumed by source X. We can suggestively
rewrite that expression as

9]

90+ aX(0*7t*)' (7)
In words, the effective bandwidth measures the amount of limited capacity con-
sumed by a source, less a derivative term indicating how that source behaves
when the system changes.

In Section 3.1 we saw that loss probability is not changed when one flow is
replaced by another of the same effective bandwidth. The same equations can
tell us what happens to resource usage when this replacement is made. In (2),
a fraction § of the sources are replaced by constant rate sources of rate equal
to the effective bandwidth of the sources they are replacing. The optimal 6
does change, by O(d), but because the loss rate involves a supremum over 6
it only changes by O(4?), and so the derivative of the loss rate I'(0) is zero.
Nonetheless, since the optimal 8 changes by O(4), the allocation of the limited
resource B + C't* does change by a nontrivial amount.

The fact that loss probability is not changed by this substitution makes
effective bandwidth the appropriate measure in certain circumstances. For ex-
ample, in admission control the aim is to only accept a call if doing so would not,
increase the loss probability above a certain threshold. Courcoubetis et al. [5]
show how this leads to charging according to effective bandwidth. But if we are
only interested in measuring resource consumption, we should charge according
to x*(0,t*] instead.

How AL differs from SPSP. The differences between AL and Spsp also
arise from whether we take into account how a user would respond to small
changes. In our economic model, if the system changes then users can change
their behaviour too, potentially reshaping their traffic or changing the amount
they send, according to their utility functions. The shadow pricing scheme AL
charges them so that they have the right incentives to reshape their traffic in a
way that fits in which the social optimum. Like EB, AL considers what would
happen if the system were to change slightly, and it charges accordingly. We
can write the AL charge as

EL(Y)-EL(Y — X) =EAlp-o — E(A — D)*

tax (07, t7) = 2%(0,t"] — 071"

where A is the number of packets belonging to X that arrive in the critical
interval and D is the number of packets dropped. Again, the first term Alpsg
is the sample path shadow price, and the last term concerns reaction on the
part of the user: if A > D then there is no point reacting as much as if A < D.

(The difference between EB and AL is in their assumptions about what will
happen when the system changes slightly. The former assumes that the traf-
fic will not change but the critical point will shift slightly, whereas the latter
assumes that users will reshape their traffic flows.)
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When EB, AL and SPSP agree. As we have already noted, if all the
packets arriving in the interval leading up to overflow belong to different users,
i.e. there is some worth attached to each individual packet and they are sent
independently, then the three definitions of fairness agree. This is because there
is only limited scope for reshaping (you either send the packet or you do not),
and so the flexibility term does not come into the price.

It is worth noting another case where they agree: when the queue is over-
loaded. In terms of effective bandwidths, suppose that the mean input rate is
very close to the service rate. This means that the optimal spacescale 6* will
be very small, and so the second term in (7) will be small and SPSP and EB
will roughly agree. In terms of economics, suppose that the queue is overloaded
in that each user only sends a small number of packets compared to the total
number dropped. This means that removing the n packets belonging to a single
user would result in n fewer packets being dropped, and so sPsP and AL agree.
This case of overloading is akin to the cake analogy in the situation where there
is not enough cake to even meet everyone’s minimum demand, so flexibility does
not, come into the price.

6.4 Summary of the different definitions. In this section we have de-
scribed how and why the three measures of fairness differ. In anonymous sce-
narios they agree, and so there is a clear-cut standard of fairness. In other
scenarios, they differ because they are trying to measure different things: spsp
purely measures use-when-there-is-congestion, while EB and AL also take into
account how the user might react and how elastic the demand is. These differ-
ences arise because the three measures are derived from three different notions
of burstiness.

A user’s reaction will depend on what he wants and what he is prepared
to do, and routers are badly placed to predict this. There is no single right
user model, and any algorithm that predicts how users react will eventually be
mistaken. We therefore suggest that spsp is the best way to define fairness for
routers.

Deciding on efficiency is rather harder. Marking according to each of the
three definitions can lead to an efficient allocation for an appropriate user model,
and indeed it is impossible to define efficiency without modelling user behaviour.
So we shall content ourselves with having found a definition of fair marking.

Unfortunately the implementation of SPSP would require predicting the fu-
ture behaviour of the queue, since it is often unclear whether a packet should
be marked until after it has left the queue. In the next section we look at
algorithms for marking, and see how well they approximate spsp.

7 Marking algorithms

How well does a given marking algorithm achieve spsp-fairness? In this section,
we will use large deviations theory to study the performance of the RED marking
algorithm, and find example traffic flows for which it is unfair. We will see that
some small modifications can make it fairer (indeed, perfectly fair in anonymous
scenarios), and we summarise these changes in a new algorithm called ROSE.
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7.1 Mathematical theory. Our main mathematical tool will be the fol-
lowing result about most likely paths. Suppose that a queue is fed by a random
traffic flow X. Write X(0,¢] for the vector (Xi,...X}). Let E be some event of
interest, such as ‘the queue overflows’ or ‘a packet is marked’. Then

logP(E) ~ —I
where

I = inf inf 0 -x(0,t] — A4(0
R AR

and
A¢(8) = logEexp (6 - X(0,1]).

Let t* and 8" be the optimizing parameters. Then conditional on event E
occuring, say at time s, the most likely time at which the queue was last empty
is s — t*, and the most likely path to lead to F is given by

9\ 0)

xs—t*+z 891
where the derivative is taken at 6; = 7 for 0 < ¢ < t* and 6; = 0 otherwise.

As we mentioned in Section 3, this theory is a limiting theory, and it is accu-
rate in the limit in which the number of flows (i.e. aggregation level) increases
but the service rate and buffer size per flow stays fixed. If L is the number of
flows, then L~tlogP(E) — —I, and the probability of any deviation from the
most likely path z* decays to zero exponentially quickly in L. See Wischik [28]
for details of the theory and calculations.

7.2 The RED algorithm. The Random Early Detect (RED) algorithm was
designed by Floyd and Jacobson [8] and has been implemented in commercial
routers [4]. We will, for convenience, deal with a version of RED operating
in slotted-time, and assume that all packets are the same size. It may be
described as follows. Keep track of the exponentially weighted queue size, ¢ =
wqt + (1 — w)qe—1. When this is between a threshold b and the buffer size B,
mark arriving packets with a probability which is an increasing piecewise linear
function of -

The real algorithm has a mechanism to ensure that marks are allocated
regularly, but for large deviations neither this nor the form of the piecewise
linear function matter. Recall that in the large deviations limiting regime, the
number of sources and the capacity of the resource increasing; this leads to the
probability of overflow decaying to 0. In fact, the probability of reaching level
b+ ¢ conditional on reaching level b decays to 0 exponentially in the size of the
system. So while the probability of marking may increase linearly in ¢, the
likelihood of reaching that level decays much faster. So we will only look at
paths leading up to ¢; = b, and assume that when this happens packets arriving
in the next timestep are marked independently and randomly.?

2In our slotted time model, it is not clear whether we should mark packets that arrive in the
timeslot in which overflow occurs or in the one after. The problem is that our simple queueing
model is only an approximation to the behaviour of an Internet router. It is interesting to
consider how accurate the slotted time queueing model is, but hardly appropriate here. We
will assume for simplicity that work arrives evenly distributed throughout a timeslot, and that
the marking algorithm parameters are updated at the end of a timeslot.
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We do not mean to say that the increasing linear function is not important.
We merely claim that it is not as important as w or b. In this particular limiting
regime only w and b matter, but real life systems are not arbitrarily large and
the other parameters will come into play.

7.3 Typical behaviour. Assume that the most likely path to lead to mark-
ing leaves the queue empty up to time 0, that in (0,¢] the queue does not idle,
and that at ¢ there are marks. This assumption is valid for certain sources with
positive correlations, such as fractional Brownian motion with H > % We will
restrict attention to Gaussian sources, to make the calculations easier. Suppose
that the input process has mean rate y and covariance matrix I'. The average
queue size at time ¢ when the input is x is given by

@ (z) = wT(x(O,t] - C1)

where ws = 1 — (1 —w)**1=% and 1 = (1,...1). It is easy to find the most likely
path to marking now: we simply solve

inf  sup@'x(0,t] — (u170 + 107T0)
:qs(z)=b @
which is attained at

r
x*(0,4] = pl + (b+ (C — M)1TW)WTVZV

Marking happens at critical point of the form 8* = 6*w (whereas overflow
typically happens at a critical point of the form ¢*1). It happens in this way:
the average queue size just reaches b at time ¢, some packets are marked, and
in the very next timestep it decreases again. So RED marks a fixed proportion
of the packets that arrive at time ¢.

The behaviour of RED is illustrated in Figure 2. We could have chosen an
anonymous scenario, but calculating the most likely path to lead to marking
is difficult for non-Gaussian sources, so instead we consider the following non-
anonymous scenario. A queue of service rate 0.6 and buffer size 1 serves two
traffic flows. One (the darker) sends work according to a fractional Brownian
motion with mean rate 0.3, variance 0.1 and Hurst parameter 0.7. The other
flow (the lighter) sends an independent amount of work each timestep, normally
distributed with mean 0.1 and variance 1. The RED parameters are w = 0.1 and
b = 0.5. This w is much larger than is advised by Floyd and Jacobson, but as we
shall show it is fairer to make w large. Note that these pictures only illustrate
most likely paths: they do not tell us about the relative frequencies of overflow
and marking, so we cannot conclude directly from the picture that spPsp marks
more or fewer packets than RED.

7.4 Modes of failure. The first problem with RED is that it closes the
stable doors after the horse has bolted—and then blames the horses left inside
for running away! The packets that arrived before overflow occurred are the ones
that caused the problem, and Figure 2 shows that overflow is attributable in
roughly equal measure to the light and dark flows. But RED only starts marking
after overflow has occurred, and so it marks the flows roughly in proportion to
their mean rates rather than in proportion to their burstiness: it gives the lighter
flow too few marks.
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Figure 2: How RED marks. The left graph shows the most likely
path to lead to overflow: it plots the amount of incoming work at
each timestep. The shading indicates the marks that spsp would
give. The right graph shows the most likely path to lead to marking
by RED, and indicates how much each flow is likely to be marked.
Marking and overflow occur in quite different ways, and anyway, RED
starts marking too late to catch the guilty packets. In this example,
spsP would give the darker source 47% of marks, but RED gives it
76%.

Hopefully there will be enough of the guilty packets left in the buffer when
the queue overflows, and not too many innocent packets marked afterwards.
But if for example the threshold b is small and the most likely time to marking,
t, is large, then most of the guilty packets will have escaped.

Various authors have proposed modifications to RED. Feng et al. [6] describe
BLUE, which has the goal of smoothing out the flow of marks. In the large
deviations limit this goal is not apparent, and BLUE suffers from exactly the
same problem as RED. Lin and Morris [16] have describe another modification
called FRED, which is meant to be fairer. In the large deviations limit it works
roughly as follows. When the average queue size ¢ reaches the threshold b,
whereas RED would mark a sample of all arriving packets, FRED only marks
or drops packets from flows which have more than their fair share of packets
in the queue, where ‘fair share’ means an equal allocation between all flows of
the current average queue size. In the example of Figure 2, when RED starts
marking at time 13, most of the work in the queue belongs to the darker flow:
so FRED would only drop that flow’s packets. In other words, in this example
the unfairness of RED has been exacerbated!

A more basic problem with RED is that marking is not representative of
overflow, in that they occur in essentially different ways. This is because the
critical point for marking, 8*1, is not the same as the critical point for overflow,
¢*1. Therefore the most likely path to lead to marking will be different from the
most likely path to lead to overflow. This difference is clearly seen in 2. Even
if RED were able to start marking at time 0 and continue marking throughout
the critical time-period, it would mark packets in the wrong proportions.

7.5 Setting RED parameters It is widely accepted that the RED parame-
ters must be set to match the traffic characteristics. Feng et al. [7] describe one
such scheme: they alter the piecewise linear function that determines marking
probability, though as we have noted this will not achieve anything in the large
deviations limit.
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We have developed enough theory now to tell us at least how w and b should
relate. Recall from Section 3 that the rate functions for marking and dropping
must be equal, if a drop is to be worth a fixed number of marks. The rate
function for marking is some function Ins = I'ns(w, b), and we can work out how
to choose w and b to keep I fixed, or at least we can for a specific traffic mix.

This is illustrated in Figure 3, for a queue with service rate 1.5 fed by a first
order autoregressive traffic flow with mean rate 1, autoregression coefficient 0.1
and variance 0.5. There is a tradeoff: the larger w is, the larger b should be.
This is hardly surprising: if the current queue size is given a large weighting,
we should accept fairly large fluctuations in the average queue size.
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Figure 3: How to set some RED parameters. Each line indicates
a family of choices of w and b that lead to the same frequency of
marking, for a specific traffic distribution. To change the way the
system responds, without changing the value of a mark, w and b
should be changed together along one of these lines.

If one does not know the traffic mix then it is natural to set w and b adap-
tively. For example, one could fix w and then adjust b adaptively so that on
average the right number of packets are marked. We now go on to describe such
an adaptive algorithm.

7.6 Reach Overload, Send ECN. The final algorithm we will look at is
called ROSE, and we have designed it to address the pitfalls described so far. It
is basically a special case of RED with some minor modifications.

It is not intended as a concrete proposal. It is simply a demonstration that
it is possible to design algorithms which scale properly to large networks and
which are fair, at least in anonymous traffic mixes, and approximately fair in
many others. There are many such algorithms, and engineering judgement is
required in deciding between them. For example, the virtual queue algorithm
of Gibbens and Kelly [9] would be fair if the virtual queue scaling factor were
set adaptively.

The Algorithm. The ROSE algorithm works as follows. Whenever the
queue size exceeds a threshold b, mark everything in the queue. Adjust the
threshold b as follows. For every packet that would be marked by spsp, decrease
b by re. For every packet that is marked, increase b by €. Here, € is a fixed small
quantity, and « is a fixed quantity which indicates how many marks correspond
to one drop. (As we discussed in Section 2.4, the ECN proposal indicates that
one drop should be worth one mark. But it may be that the whole network can
be made more robust if one mark is only worth a fraction of a drop.)
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This is rather like RED with w = 1, with an adaptive mechanism to set b,
and the modification that rather than just marking arriving packets, everything
in the queue is marked as well.

Fairness of ROSE. The ROSE algorithm addresses both of the problems
identified in RED. Furthermore, it is perfectly fair in anonymous scenarios, and
approximately fair in many others.

We will first deal with the second problem with RED. At the large deviations
scale, the adaptive algorithm must settle on a value of b equal to the buffer
size. We know this because for every overflow event, a fixed number of marks
are given; thus the rate function for marking is equal to the rate function for
overflow; and the only value of b that achieves this is b = B. This seems at first
to be inconsistent with the adaptive mechanism, which would set b < B. To
explain the apparent inconsistency, recall that large deviations is only concerned
with limiting behaviour. This means that while b will actually fluctuate and be
a little smaller than B, this difference does not grow as the network grows. This
means that the most likely path to exceed the threshold b is just the same as the
most likely path to overflow; and therefore the critical point for ROSE is exactly
the same as that for overflow.

It is now easy to deal with the first problem with RED. All the packets that
ROSE marks did indeed contribute to overflow, since it marks everything that is
in the buffer when overflow occurs.

Thus ROSE does not suffer from either of the two specific flaws identified
in RED. Is it fair in general? In other words, does it mark in proportion to
congestion at a queue; and does it mark individual flows in proportion to their
contribution to congestion?

It is easy to check that ROSE generates marks in proportion to congestion:
by construction, it marks exactly the number of packets that spsp says should
be marked (or a constant multiple x thereof).

It is not the case that ROSE is fair in all scenarios. It is, however, fair in
anonymous scenarios (that is, in scenarios where the three candidate defini-
tions of fairness agree). To see this, recall the effective bandwidth definition of
anonymity: that at the critical point, each flow can be treated as if it is made
up of a certain number of copies of some base flow P. The number of copies of
P that make up a flow X is proportional to the effective bandwidth of X at the
queue’s operating point. Now, since the copies of P are identical, each will leave
the same amount of work in the queue at the time of overflow. This means that
the amount of work belonging to X that is caught in the queue at the time of
overflow is proportional to the effective bandwidth of X. Thus, in anonymous
scenarios, ROSE is fair.

When the traffic mix is not anonymous, ROSE may not agree with SPSP.
One can construct examples where the two are arbitrarily different, by choosing
sources with peculiar paths to overflow. However, they will agree whenever the
sample paths are such that the contents of the buffer at overflow are represen-
tative of the work that arrived during the critical congestion interval. This will
often be approximately true, for example in queues with large buffers. Large
deviations in queues with large buffers have been described, for example, by
O’Connell [20]. In the large-buffer limit, the most likely paths to overflow are
constant rate—that is, the most likely way for the queue to fill up over an in-
terval of length t, is if each source produces work at a rate that higher than
its mean rate, and constant throughout that interval. This means that buffer
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contents at the time of overflow precisely reflect the arrival rates of the differ-
ent flows during the critical time period; and so ROSE marks flows in the same
proportion as SPSP.

7.7 Summary of marking algorithms Strictly speaking, all we have found
are negative results. We have several different definitions of fairness, which agree
only in certain circumstances, so while we can decide if one algorithm is unfair
we cannot firmly say that another is fair.

And large deviations tools too only allow us to find negative results. Large
deviations is a good tool for modelling certain sorts of networks, in which there
are many independent users and correspondingly large amounts of resources
and in which overflow is rare. All we can decide with our analysis is whether
an algorithm is unfair in this regime.

We nonetheless hope that these negative tests will be of considerable help
in designing better marking algorithms.

8 Frequently Asked Questions

A FAQ is a frequently asked (or answered) question, and a list of FAQs and their
answers is the canonical form of Internet document for collecting and storing
information on a given topic. In that spirit, we compare our findings to previous
work by listing FAQs.

What modelling assumptions do you make?

We make no assumptions about the nature of the sources, except for some very
minor mathematical restrictions which will be satisfied by most sources that
average out in the long run, including bursty sources like fractional Brownian
motion. Most importantly, we do not assume that the sources use TCP. Our
definition of fairness makes no modelling assumptions at all. The large devi-
ations analysis of marking algorithms assumes that the system is large, with
many independent flows.

To avoid bias against bursty sources, should not the marking algo-
rithm use a weighted average, as RED does?

There are two ideas behind this claim, and they are both wrong. The first is
that sources should be marked in proportion to their mean rates, and weighted
averaging is needed to achieve this. But it is not the mean rate that causes
queue overflow, rather it is the bursts; and so the marking algorithm ought to
penalise bursts. The second idea is that short-term fluctuations in bursty traffic
which do not cause overflow should be accommodated, and the way to achieve
this is to use a weighted average. But there are other ways to achieve this, for
example by increasing the marking threshold b when the traffic is bursty, as
ROSE does.

Since SPSP and ROSE mark groups of successive packets, will it not
lead to synchronization and instability?

If the users to whom these packets belong all respond at the same time by
reducing their rate, there might be a much larger decrease in aggregate rate
than is necessary, followed by a collective increase in rate, and so on. This is
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called synchronization, and it makes the network see-saw unstably. But the
general issue of stability is much more complicated than this, and so far there
are only preliminary results. Tan [24] gives cases in which, with reasonable user
behaviour, algorithms similar to SPsP are stable. The issue here is that stability
depends on how users behave. If they are reasonable, and do not respond to
marks too suddenly, any decent marking scheme should be stable. If they are
perverse, any marking scheme can be unstable.

How does ROSE scale?

The large deviations underpinning the analysis of ROSE are designed to work in
large networks, and indeed the larger the network the better the approximation.
It is in small networks that the approximations may break down.

Are there simulation results to support your claims?

We are proposing not merely an improved mechanism but a better definition
of fairness, so it would be premature to report simulation results. There are
ongoing experiments [2, 14] to see how users might respond if faced with fair
marking, and anyone with access to the Internet can take part.

How do you make marking fair for users with long round trip times?
This question is based on what we call a social idea of fairness. This says that
certain classes of users, such as those who cannot respond quickly because of
long delays, or even those from troubled social backgrounds, ought to receive
fewer marks because they are less able to compete or deserve more bandwidth.
Our definition, which might be called technical fairness, says that users should
be marked in proportion to the impact they have. The issue of social fairness is
a genuine one, but routers are absolutely the wrong part of the network to deal
with it.

How do you account for the fact that the number of marks given can
be wildly different from the number of drops?

To make the objection concrete, we give an example due to Kelly. Suppose there
are two routers: router A is fed by smooth traffic flows, so a small increase in
traffic causes a large increase in loss; and router B is fed by fluctuating flows,
so a small increase in traffic does not cause such a large increase in loss. Then
it is reasonable to run A at a lower loss rate than B, for example if the goal is
to minimize loss rate per unit throughput. Marking according to spsp would
encourage this, because A would have a critical timescale that is longer than
that for B, and so more marks would be generated at A; whereas marking in
proportion to loss would mean that A generates fewer marks than B. In general,
marks reflect marginal costs (and thus how users should respond) rather than
average costs (which are only relevant to the router).

How does your definition of fairness compare to max-min fairness?

Much of the attention given to fairness in the engineering community has fo-
cussed on distributive fairness, that is, on how to achieve a fair allocation of
capacity. Max-min fairness is an example of this. It is an idea that can be
traced back to Rawls, and further. He proposed that social and economic in-
equalities be arranged to the greatest benefit of the last advantaged. It is easy
to say what this means when considering a simple allocation of capacity subject
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to a constraint on the total, and assuming that benefit is measured simply by
mean bandwidth: everyone should be allocated the same bandwidth. But it is
unclear how to extend it to incorporate demand for different services, and to
cope with random traffic lows—the objects of study for this paper—where the
idea of mean bandwidth is not very relevant. Therefore we have approached
fairness from a different perspective, the perspective of fair pricing. This has
allowed us to treat the problem of marking on its own, without regard for user
behaviour or the allocation of capacity that results.

How do you enforce responsiveness from unresponsive flows?

Some router algorithms have been designed to drop packets from flows that do
not respond to marking, or even from flows that do not respond as quickly as
TCP does. It is hard to see what else can be done in the Internet today. The
problem with this is that it does not take account of different preferences: some
users might want to pay more so that they do not have to back down, while
others would happily take a smaller share of the bandwidth. In a private in-
tranet, users can be expected to cooperate and so marking should be sufficient
incentive. In the Internet, the obvious solution would be to charge a user for
every marked packet he receives; but this sort of pricing is a long way off. A
more workable solution might be for Internet Service Providers to police traffic
flows, reducing the rate at which the user can send when he receives very many
marked packets. The problem of unresponsiveness should if at all possible be
dealt with at the boundary of a network, close to users, and not in the network
core. See the ECN proposal [21] for some more discussion of incentives.

How could users be encouraged to respond to marks?

Suppose a user is charged for every marked packet he receives. This is appeal-
ing, since it fits so well with the economic model of Section 5. Internet Service
Providers could collect charges from users for marked packets, and could in
turn pay upstream network operators according to how many marked packets
they receive. There are problems with this, as with all Internet pricing mecha-
nisms around today. For example, sometimes it should be the sender who pays
rather than the receiver, such as in viewing advertisements. Some users might
also be reluctant to put up with a variable bill, even though most cope well
enough with variable telephone and electricity bills. Even if users demanded
fixed prices, this could be achieved through intermediaries who take on the risk
and charge a premium, just like insurance agents. Key et al. [15] discuss further
the use of marks as a pricing mechanism, and MacKie-Mason and Varian [19]
discusses usage-based pricing in general.

9 Summary

In this paper we have sought to define what is meant by marking fairly, taking
into account the average bandwidth and the burstiness of each traffic low. We
have found several candidate definitions of fairness: spPsp, EB and AL, from
effective bandwidth theory and economics. They all measure resource usage,
but the latter two additionally take into account how the user might behave
when the system changes; and they differ because they have different models
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of user burstiness. When the traffic mix is what we call anonymous, the three
definitions agree. Otherwise, we choose spsp as the most useful definition,
because it is intrinsically difficult for routers to model user behaviour.

We have used large deviations to model the behaviour of marking algorithms.
We have seen that RED can be unfair, even in anonymous scenarios. We have
described a variant, called ROSE, which is fair in anonymous scenarios and ap-
proximately fair in many others.

I am very grateful to Frank Kelly for many fruitful discussions.
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